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Abstract: The existing side-channel protection schemes for the uBlock algorithm suffer from high latency, making
them unsuitable for low-latency and high-throughput scenarios. Additionally, these schemes lack provable security under
the glitch-extended probing model. To address these issues, this paper presents a low-latency Threshold Implementation of
the uBlock algorithm with provable security under the glitch-extended probing model. Furthermore, we introduce the
Changing of the Guards technique to eliminate the need for additional random numbers during the execution of the protec-
tion scheme. To validate the security of our protection scheme, we employ the automated evaluation tool SILVER to assess
the glitch-extended probing security of the S-box and utilize the leakage evaluation technology TVLA (Test Vector Leakage
Assessment) to verify the security of the entire circuit. Finally, we evaluate the performance overhead of our protection
scheme using the design compiler tool. The evaluation results demonstrate that our scheme achieves a significant reduction
in latency, approximately 95% less compared to serialized implementations of uBlock protection schemes.
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3.4 E-F Changing of the Guards BYFEH L 4L
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